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Overview 

ÅChampion Ministry for Digital Identity 

ÅChallenge Area and Future State 

ÅBackground Context and Current State 

ÅProblem Statement 

ÅIdeal Outcomes and Benefits 

ÅResources 
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Ministry of Government and Consumer Services 



Small Business Innovation Challenge | Partnering Forum 
Digital Identity will fundamentally transform how individuals interact with government 

As a provider of both identity 

credentials and public services, the 

government requires a ñdigital coreò 

that connects people to services they 

need, and a digital identity that can 

also be leveraged in the broader 

ecosystem  

Ontarians have embraced digital services that require proof  

of identity and offer credentials for access 

Digital Identity: Part of Ecosystem 
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Unable to move high sensitivity services online without a 

more secure and user-friendly method to prove identity 
RESTRICTED  

GROWTH  

Potential for over exposure of information (e.g. exposing 

name and address when only age is required). PRIVACY RISKS 

No common approach - duplication of effort to access 

multiple programs or services causing additional expense to 

government 

DUPLICATION 

ACROSS 

GOVERNMENT 

Fraudulent activity and identity theft; tighter security 

measures required  POTENTIAL FOR 

FRAUD 

Inconsistent processes with differing ways to access 

government programs cause frustration for users 
Health 

Insurance 

Benefits 

Driver 

Licence POOR USER 

EXPERIENCE 

Case for Change 
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ñMAKING LIFE EASIER FOR ONTARIANSò 

ñAre the identity attributes current?ò  

Accurate and up-to-date  

information (e.g. name, 

address, date of birth, 

photo) 

AUTHORITATIVE  

IDENTITY INFORMATION 

ñIs it the same person?ò 

Simple way to access government 

services through a stronger 

credential (e.g. login, mobile app, 

chip / PIN card) for any service where 

identity is required  

 

DIGITAL/PHYSICAL 

CREDENTIAL 

ñIs it a real, existing person?ò 

Consistent identity proofing 

policy and process across 

all ministries 

COMMON IDENTITY  

PROOFING 

Ontarians can prove who they are when they interact with government via a 

COMMON, secure, user-friendly and privacy-enhancing method 

 

FUTURE STATE 

 

Ontarioôs Vision for Digital Identity 
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Expected Outcomes Include:  

1. Common Identity Proofing Across Government: Ontarians are able to prove their 
identity and be issued a trusted digital identity credential in order to access government 
programs where identity is required.  

 

2. Digital and/or Physical Credentials: Simple, easy to use, digitally-enabled credentials 
are used by Ontarians to access government programs and services where identity is 
required. This could also be used as a trusted credential in private sector and by other 
levels of government.  

 

3. Trusted Identity Information: Accurate, up-to-date identity information is made 
available to ministries to enable Ontarians to be authenticated, if necessary, to access 
government programs and services where identity is required 

Recognizing the critical role that Digital Identity could play in enabling the digital 

economy across different sectors, the Ontario Government requires a cost effective 

solution that would allow Ontarians to prove who they are when they interact with 

government via a common, secure, user-friendly and privacy-enhancing method 

Problem Statement  
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Ontarians can prove who they are and 

access services via a common, secure, user-

friendly and privacy-enhancing method 

Credentials 

Beth then selects a credential of 

her choice which could take 

many forms (e.g. physical card, 

mobile application) and is bound 

to her identity information.   

Access 

Beth is able to re-use her 

verified identity information to 

access services participating in 

the DI program. Beth would 

still need to meet program 

eligibility requirements.    

Identity Updates 

If Bethôs identity 

information changes, she 

provides updates and her 

new information is shared 

with government programs 

she wishes to access   

Digital Identity 

Beth qualifies for a 

digital identity and her 

verified identity 

information is captured 

ID Proofing 

Bethôs identity information is 

verified using government 

and/or third party information 

sources 

Sign up 

Beth applies for a Digital 

Identity through a new 

trusted process 

Digital Identity - How it Might Work 
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Benefits of a Digital Identity Program 
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Ontario is strategically and constructively engaged with OPS, inter-provincial,  

federal and private sector partners to advance digital identity     

Detailed program, costs, 

implementation plan 

Business Case 

Key stakeholders and 

Information Privacy 

Commission 

Engagement 
Assess market  

capability and seek 

input   

Test models for 

improving user 

registration and login 

experiences 

Vendor /Solution 

Provider Outreach 

Pilots / Proof of Concepts 

How others are 

approaching Digital 

Identity 

Jurisdictional  

Research 

Policy and legislative 

foundations 

Policy Development 

Digital Identity Journey 
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Role of Solution Providers 

ÅDevelop a demonstration of an innovative, cost 
effective, technology solution to solve for the 
Digital Identity challenge. This will: 

ïComplement findings from work already underway 
e.g. Jurisdictional scans, policy analysis and other 
pilots 

ïProvide important learnings to inform the long term 
approach for Ontarioôs Digital Identity Program 
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Resources 
Pan Canadian Trust Framework (PCTF) 

Å PCTFôs goal to create national digital identity ecosystem and resolve how 
governments and private sector can collectively trust identity information and 
enable digital services.   

Å National, public-private process to establish set of agreed-upon definitions, 
principles, and standards to enable secure digital services by ensuring individuals 
and business are who they say they are 

Å Digital ID and Authentication Council of Canada (DIACC) released an overview of 
PCTF including proposed 10 requirements for the Canadian digital ecosystem 

Å https://diacc.ca/2016/08/11/pctf-overview/ 
 

Government of Ontarioôs I&IT Standards 

Å Ensure you are aware of and in compliance with appropriate technology, privacy 
and accessibility standards and requirements as develop expressions of interest 
(EOIs) and solution proposals 

Å https://www.ontario.ca/page/information-technology-standards  
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Any Questions? 


