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Ministry of Government and Consumer Services

&

Ontario Centres of
Excellence

Where Next Happens

Through four business lines, MGCS delivers vital programs, services and products that
support the government’s priority to “transform government to serve Ontarians better”

ServiceOntario

ServiceOntario is
the gateway to
government
services for

individuals and
businesses and
delivers:

health cards
many driverand
vehicle products
outdoor licensing
(hunting, fishing)
vital events
land and personal
property registry
business services

Ontario Shared
Services

Ontario Shared
Services (0OSS)
provides ministries and
employees with a
range of back office
services related to
procurement, finance,
human resources, pay
and benefits, and
enterprise business
services. OSS also
supports BPS supply
chain transformation.

Consumer
Protection Ontario

As a modern regulator,
Consumer Protection
Ontario (CPO) provides
services directly and
indirectly through arms-
length administrative
authorities in the areas
of consumer protection,
public safety and
business law. CPO
leads the way to a fair,
safe and informed
marketplace through
education, partnerships,
legislation and
enforcement.

Information,
Privacy and
Archives

Information, Privacy
and Archives (IPA)
provides corporate

policies and guidance
on sound practices
related to records and
information
management, access
to information, and
privacy protection. The
IPA collects, preserves,
promotes, and
facilitates access to the
province’s documentary
memory for current and
future generations.

Supported by: Legal Services, Corporate Services, Government Services Integration Cluster, and Communications
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Digital Identity: Part of Ecosystem

Ontarians have embraced digital services that require proof
of identity and offer credentials for access
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Case for Change
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Inconsistent processes with differing ways to access
government programs cause frustration for users

Fraudulent activity and identity theft; tighter security
measures required

No common approach - duplication of effort to access
multiple programs or services causing additional expense to
government

Potential for over exposure of information (e.g. exposing
name and address when only age is required).

Unable to move high sensitivity services online without a
more secure and user-friendly method to prove identity
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Ontarians can prove who they are when they interact with government via a
COMMON, secure, user-friendly and privacy-enhancing method

Ont ar

COMMON IDENTITY DIGITAL/PHYSICAL AUTHORITATIVE
PROOFING CREDENTIAL IDENTITY INFORMATION

(
Accurate and up-to-date
information (e.g. name,

Simple way to access government
services through a stronger
credential (e.g. login, mobile app,

Consistent identity proofing
policy and process across

all ministries X ) address, date of birth,
chip / PIN card) for any service where photo)
identity is required
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Problem Statement

Recognizing the critical role that Digital Identity could play in enabling the digital
economy across different sectors, the Ontario Government requires a cost effective

solution that would allow Ontarians to prove who they are when they interact with
government via a common, secure, user-friendly and privacy-enhancing method

Expected Outcomes Include:

1. Common Identity Proofing Across Government: Ontarians are able to prove their
iIdentity and be issued a trusted digital identity credential in order to access government
programs where identity is required.

2. Digital and/or Physical Credentials: Simple, easy to use, digitally-enabled credentials
are used by Ontarians to access government programs and services where identity is
required. This could also be used as a trusted credential in private sector and by other
levels of government.

3. Trusted Identity Information: Accurate, up-to-date identity information is made
available to ministries to enable Ontarians to be authenticated, if necessary, to access
government programs and services where identity is required

Ontario Centres of
Excellence : ) i
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Digital Identity - How it Might Work
1 B

Digital Identity
y Bieth qualifiesfarai oa i s
digital identity and her
verified identity
information is captured

= .

Access
d Bathtisialbleyto re-use her
verified identity information to
access services participating in
the DI program. Beth would
still need to meet program
eligibility requirements.

Sign up
Beth applies for a Digital
Identity through a new
trusted process

Ontarians can prove who they are and
access services via a common, secure, user-
& Ontario Centres of friendly and privacy-enhancing method

Excellence
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Benefits of a Digital Identity Program

IMPROVED USER EXPERIENCE — streamlined and consistent processes
D :I with easier access to government services. Integrated service delivery
for multiple programs.

ADDITIONAL ONLINE SERVICES — wider breadth of ‘high-value’ digital
services made available with a shorter time to market

b' ENHANCED PRIVACY — reduction in unnecessary disclosures of personal
Q information and increase direct user consent. Increases confidence in
usage.

REDUCED FRAUD & IDENTITY THEFT — stronger identity controls and

Mo processes to combat misuse and identity theft
- ECONOMIC GROWTH - enable growth in the digital economy by
@ providing necessary digital infrastructure

OPERATIONAL EFFICIENCES - reduction in duplication of spending and
effort across programs areas
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Digital Identity Journey

_ Test models for
Policy Development \/endor /Solution improving user

Policy and legislative  provider Outreach registration and login
foundations experiences

Business Case

Detailed program, costs,
Pilots / Proof of Concepts implementation plan

- Engagement

Key stakeholders and

Assess market
capability and seek Information Privacy
Input | Commission

Ontario is strategically and constructively engaged with OPS, inter-provincial,

@® 2018

Jurisdictional
Research
How others are
approaching Digital
Identity

federal and private sector partners to advance digital identity

Ontario Centres of
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Role of Solution Providers

A Develop a demonstration of an innovative, cost
effective, technology solution to solve for the
Digital Identity challenge. This will:

I Complement findings from work already underway

e.g. Jurisdictional scans, policy analysis and other
pilots

I Provide important learnings to inform the long term
approachf or Ont ari ods Digital



Resources

Pan Canadian Trust Framework (PCTF)

A P CT Fgod to create national digital identity ecosystem and resolve how
governments and private sector can collectively trust identity information and
enable digital services.

A National, public-private process to establish set of agreed-upon definitions,
principles, and standards to enable secure digital services by ensuring individuals
and business are who they say they are

A Digital ID and Authentication Council of Canada (DIACC) released an overview of
PCTF including proposed 10 requirements for the Canadian digital ecosystem

A https://diacc.ca/2016/08/11/pctf-overview/

Government of Ontari obs | &I T Standar ds

A Ensure you are aware of and in compliance with appropriate technology, privacy
and accessibility standards and requirements as develop expressions of interest
(EQIs) and solution proposals

A https://www.ontario.ca/page/information-technology-standards
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Any Questions?
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